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GDPR 9. Subject Access Request Policy

This Policy recognises the following Acts:

· General Date Protection Regulations 2018

· Care Quality Commission (Registration) Regulations 2009

· Health and Social Care Act 2008 (Regulated Activities) Regulations 2014

· National Health Service Act 2006

· Equal Opportunities Act 2010

· Data Protection Act 2000

· Sex Discrimination Act 1975 (As amended)

· Sex Discrimination (Gender Reassignment) Regulations 1999

· Race Relation Act 1976 (As amended)

· Disability Discrimination Act 1995 (As amended)

· Human Rights Act 1998

· The Equality Act 2006

· Civil Partnership Act 2004

Introduction to Legal Basis
The law states that we must collect your information in accordance with a legal basis. The practice needs to know your personal, sensitive and confidential data in order to Employ you, under the General Data Protection Regulation we will be lawfully using your information in accordance with: 

· Article 6, (b) Necessary for performance of/entering into contract with you 

· Article 9(2) (b) Necessary for controller to fulfil employment rights or obligations in employment.

The detail for each data item collected is set out in the practice’s data mapping exercise. 

We will only use any information that you provide consistent with the principles of the Data Protection Act and the General Data Protection Regulation. 

We will only ever use or pass on information about you if others who have a genuine need for it. We will not disclose your information to any third party without your permission unless there are exceptional circumstances (i.e. life or death situations), or where the law requires information to be passed on.

Data Protection Principles

Personal data must be processed in accordance with six ‘Data Protection Principles.’ It must:

· be processed fairly, lawfully and transparently.
· be collected and processed only for specified, explicit and legitimate purposes.
· be adequate, relevant and limited to what is necessary for the purposes for which it is processed.
· be accurate and kept up to date. Any inaccurate data must be deleted or rectified without delay.
· not be kept for longer than is necessary for the purposes for which it is processed; and

· be processed securely.

We are accountable for these principles and must be able to show that we are compliant.

Objective 

This Record of Processing Activities (Record) describes how Pimlico Health @ The Marven processes personal data. 
Whitewater Health recognise that Article 30 of the EU General Data Protection Regulation (GDPR) imposes documentation requirements on controllers and processors of data. This Record is company confidential information but we will provide it to the appropriate supervisory authority on request as required by Article 30.

Data Controller Details

The details of the practices data controller are: 

Name: Mrs Joanna Fox

Address: 

Telephone Number:

Website: 
Email: 
Categories of Data Subjects  

Whitewater Health collects personal data from the following categories of data subjects: -

· The Practice’s patients

· The Practice’s customers or consumers

· The Practice’s vendors or suppliers

· The Practice’s employees and job applicants.

Categories of Personal Data  

Whitewater Health collects the following categories of personal data about its patients: - 

· Address, legal representative, emergency contact details

· Any contact the surgery has had with the patient, such as appointments, clinic visits, emergency appointments, etc.

· Notes and reports about the patient’s health

· Details about the patient’s treatment and care

· Results of investigations such as laboratory tests, x-rays etc

· Relevant information from other health professionals, relatives or those who care for the patient

· The patient’s records will be retained in accordance with the NHS Code of Practice for Records Management

Whitewater Health collects the following categories of personal data about employees and job applicants: Personal details including name and contact information including name, title, address, telephone number, personal email address, date of birth, gender, employment history, qualifications. 

Categories of Personal Data Recipients  

Whitewater Health discloses personal data to the following categories of recipients, some of which may be located in third countries or may be international organisations as defined in Article 4(26) of the GDPR: 

•
Business partners 

•
NHS Trusts / Foundation Trusts

•
GP’s

•
NHS Commissioning Support Units

•
Independent Contractors such as dentists, opticians, pharmacists 

•
Private Sector Providers 

•
Voluntary Sector Providers 

•
Ambulance Trusts 

•
Clinical Commissioning Groups 

•
Social Care Services 

•
NHS Digital

•
Local Authorities 

•
Education Services 

•
Fire and Rescue Services 

•
Police & Judicial Services

•
Third-party service providers, such as providers of IT system management, information security, human resources management, payroll administration

Whitewater Health transfers personal data to the following countries and international organisations:  None Noted.

Whitewater Health makes limited personal data transfers subject to the second subparagraph of Article 49(1) which are necessary for the practices compelling legitimate interests. The Practice will seek to ensure that appropriate safeguards are in place to protect personal information before making any such transfer. 

Personal Data Retention Periods  

Except as otherwise permitted or required by applicable law or regulation, the Whitewater Health only retains personal data for as long as necessary to fulfil the purposes the Practice collected it for, as required to satisfy any legal, accounting, or reporting obligations, or as necessary to resolve disputes. To determine the appropriate retention period for personal data, the Practice considers the amount, nature, and sensitivity of personal data, the potential risk of harm from unauthorised use or disclosure of personal data, the purposes for processing the personal data, whether the Practice can fulfil the purposes of processing by other means, and any applicable legal requirements.

Whitewater Health typically retains personal data for the periods set out below, subject to any exceptional circumstances or to comply with laws or regulations that require a specific retention period: 
· GP records - 10 years after the patient's death or after the patient has permanently left the country, unless they remain in the European Union.

· Electronic patient records – indefinitely as they must not be destroyed or deleted for the foreseeable future.

· Children and young people - all types of records for children and young people should be retained until the patient is 25 (or 26 if they are 17 when treatment ends) or eight years after their death, if sooner. (Note that if a child's illness or death could be relevant to an adult condition or have genetic implications for their family, records may be kept for longer).

· Maternity records (including obstetric and midwifery records) must be retained for 25 years after the birth of the last child.

· Mental health records. Records of people who have been treated for a mental disorder will be retained for 20 years after the date of last contact between the patient and any healthcare professional employed by the mental health provider, or eight years after the death of the patient if sooner. 

Technical and Organisational Security Measures  

Whitewater Health has implemented the following technical and organisational security measures to protect personal data:

•
Encryption of personal data – via smartcard access on clinical system.

•
Segregation of personal data from other networks – N3 secure connections on emails and server.

•
Access control and user authentication – Employee individual computer access log on

•
Employee training on information security – Annual Information Governance Training

•
Written information security policies and procedures – Annual updates on policies, process, audits

Whitewater Health has a records manager, who works alongside the data protection officer, and manages the security and legitimacy of patients records, ensuring they are stored electronically, and coded according to their medical complaints, interventions, procedures.  Ensuring the patient records are accurate and up to date.

Changes to this Record of Processing Activities  

Whitewater Health reserves the right to amend this Record of Processing Activities from time to time consistent with the GDPR and other applicable data protection requirements.

Under Article 15 of the GDPR all patients have the right to a Subject Access Request (SAR):

The right of access, commonly referred to as subject access, gives individuals the right to obtain a copy of their personal data as well as other supplementary information. It helps individuals to understand how and why you are using their data, and check you are doing it lawfully.

Individuals have the right to obtain the following from you:

confirmation that you are processing their personal data;

a copy of their personal data; and

other supplementary information – this largely corresponds to the information that you should provide in a privacy notic.

Recital 59 of the GDPR recommends that organisations ‘provide means for requests to be made electronically, especially where personal data are processed by electronic means’. You should therefore consider designing a subject access form that individuals can complete and submit to you electronically.

If an individual makes a request electronically, Whitewater Health will  provide the information in a commonly used electronic format, unless the individual requests otherwise

Fees for Subject access requests:

In most cases businesses cannot charge a fee to comply with a subject access request.

However, the ICO guidance explains that employers may charge a ‘reasonable’ fee if the request is ‘manifestly excessive or unfounded, particularly if it is repetitive.’ 

It explains that the fee must be on the basis of the administrative costs involved of retrieving the information and will no doubt mean that the level of fee can vary significantly depending on the remit of the request

You can also charge a reasonable fee if an individual requests further copies of their data following a request. You must base the fee on the administrative costs of providing further copies.

If the request involves creating a medical report or interpreting the information in an existing medical record or report, then this would be a request under the Access to Medical Reports Act (AMRA).

In assessing the level of costs that might be incurred in responding to a request, local authorities use a rate of £25 per hour for administrivive costs, such as staff time involved in collecting, and collating the documentation,  as a provider of NHS services, the rate of £25 is deemed reasonbale.

The response to a subject access request is: 30 days.

Whitewater Health can extend the time to respond by a further two months if the request is complex or have received a number of requests from the individual. 

Whitewater Health will endevour to inform the individual within one month of receiving their SAR and explain why the extension is necessary.

Exemptions

Access may be denied or restricted where:

· The record contains information which relates to or identifies a third party that is not a care professional and has not consented to the disclosure. If possible, the individual should be provided with access to that part of the record which does not contain the third party information

· Access to all or part of the record will prejudice the carrying out of social work by reason of the fact that serious harm to the physical or mental well-being of the individual or any other person is likely. If possible the individual should be provided with access to that part of the record that does not post the risk of serious harm

· Access to all or part of the record will seriously harm the physical or mental well-being of the individual or any other person. If possible the individual should be provided with access to that part of the record that does not pose the risk of serious harm

· If an assessment identifies that to comply with a SAR would involve disproportionate effort under section 8(2)(a) of the Data Protection Act 

Disproportionate Effort Exemption Guidance

For information on Disproportionate Effort Exemption Guidance see link below https://ico.org.uk/media/for-organisations/documents/2014223/subject-access-code-of-practice.pdf
If an applicant is unhappy with the outcome of their access request, the following complaints channels should be offered:

· meet with the applicant to resolve the complaint locally 

· Advise a patient to make a complaint through the complaint’s process

· Advise a member of staff to consult with their trade union representative

If individuals remain unhappy with the Practice response, they have the right to appeal to the Information Commissioner’s Office:

 https://www.ico.org.uk/Global/contact_us.

Equality

In applying this policy, the organisation will have due regard for the need to eliminate unlawful discrimination, promote equality of opportunity, and provide for good relations between people of diverse groups, in particular on the grounds of the following characteristics protected by the Equality Act (2010); age, disability, gender, gender reassignment, marriage and civil partnership, pregnancy and maternity, race, religion or belief, and sexual orientation, in addition to offending background, trade union membership, or any other personal characteristic

Subject Access Request (SAR) Form

	Whitewater Health respects the rights of individuals to have copies of their information wherever possible.

	Personal information collected from you by this form, is required to enable your request to be processed, this personal information will only be used in connection with the processing of this Subject Access Request.
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	Charges Payable: In accordance with legislation no fee will be charged for your request, unless the request is manifestly unfounded or excessive, particularly if it is repetitive.  Before any further action is taken, we will contact you with details of our “reasonable administrative charges” of £25, in order to comply with your request. 


	PLEASE COMPLETE IN BLOCK CAPITALS – Illegible forms will delay the time taken to respond to requests.

	1.
	Details of Patient/Clients/Staff members records to be accessed (Please complete one form per person)

	Surname



	Date of Birth

	Forename(s)
	Current Address

Full Postcode

	Any former names (If Applicable)
	

	Telephone Number
	Previous Address (If Applicable)

Full Postcode

	NHS Number (If known/relevant)
	

	
	
	
	
	
	
	
	
	
	
	

	If further details are available, please include in a separate covering note.

	

	

	2.
	Details of Records to be Accessed

	In order to locate the records, you require please provide as much information as possible. Please list the department or services you have accessed that you require records from: i.e. PALs, complaints, continuing healthcare or Human resources etc. (Continue on a separate sheet if required).

	Records dated from       
	Department or services accessed

	    /    /      to        /    /
	

	   /    /       to       /    /
	

	   /    /       to       /    /
	

	

	3.
	Details of applicant (Complete if different to patients/clients/staff members details)

	Full Name
	

	Company(if Applicable)
	

	Relationship with individual who’s records have been requested
	

	Address to which a reply should be sent
	Postcode:                                        Tel:

	4.
	Authorisation to release to applicant (to be completed by the patients/clients/staff member if not making their own request)

	I (Print name)                                                                         hereby authorise Whitewater Health to release any personal data they may hold relating to me to the above applicant and to whom I authorise to act on my behalf.

Signature of patient/client/staff member:   
                  Date:         /       /

	5.
	Declaration

	I declare that information given by me is correct to the best of my knowledge and that I am entitled to apply for access to the health record(s) referred to above, under the terms of the Access to Health Records Act (1990) / Data Protection Act. 

Please select one box below:

(  I am the patient/client/staff member (data subject).

( I have been asked to act on behalf of the data subject and they have completed section 4 -authorisation above.

( I am acting on behalf of the data subject who is unable to complete the authorisation section above (Covering letter with further details supplied).

( I am the parent/guardian of a data subject under 16 years old who has completed the authorisation section above. (Please include proof such as birth certificate)

( I am the parent/guardian of a data subject under 16 years old who is unable to understand the request and who has consented to my making the request on their behalf.

( I have been appointed the Guardian for the patient/client, who is over age 16 under a Guardianship order (attached).

( I am the deceased patient/client’s personal representative and attach confirmation of my appointment.

( I have a claim arising from the patient/client’s death and wish to access information relevant to my claim (Covering letter with further details to be supplied).

	Please Note:    

· If you are making an application on the behalf of somebody else we require evidence of your authority to do so i.e. personal authority, court order etc.

· It may be necessary to provide evidence of identity (i.e. Driving Licence). 

· If there is any doubt about the applicant’s identity or entitlement, information will not be released until further evidence is provided. You will be informed if this is the case.

· Under the terms of the Data Protection Act, Subject Access Requests will be responded to within 30 days after receiving all necessary information and/or fee required to process the request. 
· If you are making a request under the Access to Health Records Act 1990, requests will be responded to within 40 days where no entries have been made to the patient/client’s record 40 days immediately preceding the date of this request, otherwise requests will be responded to within 21 days after receiving all necessary information and/or fee required to process the request. 
· Under the terms of Section 7 of the Data Protection Act, Information disclosed under a Subject Access Request may have information removed; this is to ensure that the confidentiality is maintained for third parties referred to who have not consented to their information being disclosed. 

	Print Name
	
	Signed (Applicant)  
	
	Date
	     /       /


Application for online access to my medical record
	Surname
	Date of birth

	First name

	Address

                                                                              Postcode        

	Email address

	Telephone number
	Mobile number



	I wish to have access to the following online services (please tick all that apply):


	1. Booking appointments
	(

	2. Requesting repeat prescriptions
	(

	3. Accessing my medical record 
	(


I wish to access my medical record online and understand and agree with each statement (tick)

	4. I have read and understood the information leaflet provided by the practice
	(

	5. I will be responsible for the security of the information that I see or download
	(

	6. If I choose to share my information with anyone else, this is at my own risk
	(

	7. I will contact the practice as soon as possible if I suspect that my account has been accessed by someone without my agreement
	(

	8. If I see information in my record that is not about me or is inaccurate, I will contact the practice as soon as possible
	(


	Signature
	Date


For practice use only

	Patient NHS number
	Practice computer ID number

	Identity verified by

(initials)
	Date
	Method

Vouching (
Vouching with information in record (   

Photo ID and proof of residence (

	Authorised by 
	Date

	Date account created 

	Date passphrase sent 

	Level of record access enabled

Prospective (
Retrospective (   

All (
Limited parts (
Contractual minimum (
	Notes / explanation
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